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ABSTRACT

This paper proposes a method to increase the power-analysis resistance of the neural network model’s feedforward process
by replacing the exponential-based activation function, used in the deep-learning field, with an approximated function
especially at the multi-layer perceptron model. Due to its nature, the feedforward process of neural networks calculates secret
weight and bias, which already trained, so it has risk of exposure of internal information by side-channel attacks. However,
various functions are used as the activation function in neural network, so it’s difficult to apply conventional side-channel
countermeasure techniques, such as masking, to activation function(especially, to exponential-based activation functions).
Therefore, this paper shows that even if an exponential-based activation function is replaced with approximated function of
simple form, there is no fatal performance degradation of the model, and than suggests a power-analysis resistant
feedforward neural network with exponential-based activation function, by masking approximated function and whole network.
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Function and Error.
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Table 1. Model Structure and Parameters.

Used Data MNIST Dataset

Num of Data | 60,000(train), 10,000(test)
Optimizer Adam

Loss Function | sparse_categorical crossentropy
Epoch 30

Batch Size 32

Input Nodes 784
Hidden Nodes | 128
Output Nodes | 10

Metric Accuracy

Table 2. Environment of Experiment.

Hardware/Software Specification

CPU Intel Core i7-13700K @ 3.40GHz
RAM Samsung DDR4-3200(64GB)
0S Windows 11 x64

Lang. Python 3.10.9

Library TensorFlow 2.12.0
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Table 3. Inference Accuracy of sigmoid and
approximated functions.

Activati Accuracy Accuracy
crvalion (1 hidden (3 hidden
Function

layer) layer)
Sigmoid 0.9753 0.9769
taylor 1 0.9746 0.9768
taylor 5 0.9747 0.9769
taylor 9 0.9752 0.9771
cheb 1 0.9752 0.9725
cheb 5 0.9752 0.9775
cheb 9 0.9750 0.9775
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Alg.1. Masked Add

Input: two 2-sharing tuples <x >, <y >

Ou

tput: 2-sharing <z> s.t. z=xtvy

1.
2.

3.

y «— rand()

<z>g<—7r, <z>, <« —7r
<z> =<z >
<z>,t+=<zx>,

<z> = <y>,
<z>,t+=<y>,

return <z >

Fig. 6. Masked Addition Algorithm.
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Alg.2. Masked Dot(Mul)

Input: two 2-sharing vectors
<X> = (KX >, <X >,.<X,_ >
<Y> =(KY>,<n>,.<Y_ >
Output: 2-sharing <Z> s.t.
Z=X+Y

1. v <« rand()

2. <Z>, v, <Z>, < —r

3. for ¢ from 0 to £—1 do

4, <Z>,+= <X, >,* <Y >,
+ <X > <Y >,

<Z> 4= <X, > <Y >,
<X > <Y >,
5. return < Z>

Fig. 7. Masked Dot Product Algoritm.
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Alg.3. Masked Trunc
Input: 2-sharing <x >
Output: 2-sharing <z> s.t.

x x
ze[

1. 7 — rand()

2.<z>, <7, <z>,< —r

3. <> <zx>,>1,
tmp — (2 = <z>) > 1,
<c>, < 2 —tmp

4. <z>,+= <c>,
<z>+= <c>,

5. return <z>

x

ol

+1,

)

|

5.2 OjAZE HlW gn2jE

Alg.4. Masked Cmp
Input: two 2-sharing tuples <x> and
<a>
Output: 2-sharing <z> s.t.
z is MSB of x—a
1. <c¢> = masked add (< x>, <—a>)
2. "M =< c> g mi= —<c>y

r —rand() <€ 1
<z>,=7r
<z>, = —<z>,

3. for ¢ from 4 to /—2 do
cmp = ' B my;
<z>,<—(emp A (7 + ("D1)))

V ((emp®1) A <z>)

4. emp =L B my_,
result «<—cmp Dresult

5. veturn result

Fig. 8. Masked Truncation Algorithm.

Fig. 9. Masked Comparison Algorithm.



1 24}

il

il

768 243}

o

f
>
&

E7b loJebdl "ol ABE r—a7h G5, o
i P 5 let, o)HY F ulEv} The
A% ool wlEe] web g AN FEe
MSB7} vk 4% A WA Aske] ¥57) a9
ECEE R M LR DR

-4,
;
AL
ke
_1 o
e
ol

o LSBE #1%a 3}5] W=l E XOR 4]
Asol A% WA Qare] ARt fafskel agke)
HE sl $E9 sPede] o vl A vl

E7AE XOR 94k Sash sk, wla ol
o Ashe e WESL ThE Y F A9 s
Sal AAEER 9A WA HEe] Y, vla
il ez @ Gl 24 k. AY A,
A7l el e FA s Haldh

w3 349 el ol P 2L Ase 2
7 SES B A L 38 Ase] F5E Al
%3, XOR Mo 13} 0% w42 & glw

g
rjz
_?{_'4
3
§2
=
dN o 2
o Jf
N
)
€ o, op
)
2l

L
R
s
JE o,
2
lo
Sl
i
i)
2
o3l
o MU
2
%0
o (1
a2
oy
2

Alg.5. Masked Fitting

Input: 2-sharing input <x > and
2-sharing threshold <a >
Output: 2-sharing <z > s.t.
z=aifx>a
z=x if —a< x<a
z= —aifxr< —a

1. ¢ = masked cmp(< x>, <a>)

. d = masked cmp(< x>, <—a>)

3. <me > = (<> ®1, <e>,)
<ad > = (<d> P11, <d>))

4. <z> = masked add (

masked Dot(< —c>, <a>),
masked Dot(<c¢>, <x>))

[}

< z> = masked add(
masked Dot(< —d >, <z>),
masked Dot(<d >, <—a>))

5. return <z>

Fig. 10. Masked Input Fitting Algorithm.
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Alg.6. Masked Activation
Input: 2-sharing input <x > , threshold
< a > and masked coefficient of
f(z),
<C> = (<¢p >, <>y <cp, >)
Output: 2-sharing <z> s.t. z= f(x)
1. <t>:= masked fitting(<z>, <a>)
2. <Xy > =<1>
3. for 7z from 0 to z—1 do
< X, >:= masked mul (< X _, >, <t>)
4 <X>= (<X, >, <X >, <X, >)
5. <C> = (<¢p>, <>y, <c,>)
6. < z>:= masked Dot (< X> , <C>)
< z>= masked Trunc(< z>)
7. return <z>

Fig. 11. Masked Approximated Activation
Function Algorithm.
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Alg.7. Masked Linear Operation

Input: 2-sharing input vector < /7> "and
weight matirx < W>"*"
bias vector < B>"
Output: 2-sharing vector < H > s.t.
H=1- -W+B

1. for 7 from 0 to m—1 do
< H, >= masked Dot (< I> , < W; >)
< H, > = masked Trunc(< H, >)
< H. > = masked add(< H, >, < B.>)
2. retwrn < H>

Fig. 12. Masked Linear Operation Algorithm
(<KW, > is 7th row of matrix < W>).

Alg.8. Masked Prediction

Input: 2-sharing output vector < O> k
Output: Argmax Label pred s.t.
0,0 = max({0})
(O, is output of i'th output layer node)
1. <max> = < OQy>, pred = <0>
<label > = <0>
2. for ¢ from 0 to »—1 do
<label > ,+=1
¢ = masked cmp(< mazx > , < O.>)
<me> = (Ke> B, <c>y)

< z> = masked add(
masked Dot(< —c¢ >, <max>),
masked Dot(<c>, <O >))

<z> = masked add(
masked Dot(< —c¢> , < pred >),
masked Dot(< ¢ > , <label >) )

3. return < pred >

Fig. 13. Masked Prediction Algorithm.
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ELMO traces.
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Table 4. Experimental Setup.

Power Board Chip Whisperer-Lite
Target Processor | STM32F415
Sampling Rate 7.37 MS/s

Clock 7.37 MHz
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Table 5. Accuracy and Runtime of Feedforward
Network.

Avg
Network Accuracy Runtime(ms)
Sigmoid(float) 0.9775 0.1622
Approximated
(fixed) 0.9776 0.0955
Masked
network(share) 0.9774 0.3646
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